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Amaclar

* Internet’te paket anahtarlamali iletimin nasil calistigini anlamak
* Paket adresleme ve yonlendirmeyi 6grenmek.

e Guvenilirlik, hata denetimi, yeniden iletim.

 Veri hizini maksimize etmek.

 Sikisikhk gibi problemler.

* Yonlendirme algoritmalari



4.2 Giris

* Birden cok cihazi veri alisverisi icin baglamak

* Maksimum veri hizi, minimum gecikme, adillik

* Kablolu, optik, kablosuz, uydu...

 GUraltd, Girisim, Sikisiklk, islem gici

e Kesif

* Olceklenebilirlik

* Internet: Paket anahtarlama, Aygit kesfi, Yol atama: TCP/IP

* RFC doklimanlari: https://tools.ietf.org/html/

e Standardizasyon: Farkli Greticilerin cihazlarinin beraber calisabilirligi



https://tools.ietf.org/html/

4.3.1 Paket anahtarlama

packet size Variable interpacket spacing
* Veri transferi boyunca, kaynak-varis
arasinda baglanti kurulabilir. == H N —>
* Paylagimli veri hattinin verimli bir Checksun
kullanimi degildir. Neden?
* Paket anahtarlama
* veriyi paketlere ayirir p%g’f\zt
* Alicida geri birlestirir
* Her paket farkli yerden gidebilir Figure 4.1 Factors affecting packet delivery: the length of each data packet, the time gap

e Fk veri yU kii daha fazladir. Neden? between packets, the routing of packets from one place to another, the possible loss of one
5 5 or more data packets, and errors within a packet that has reached its destination.
* Paket boyu ne olmalidir? (Uzun~

Kisa?)
* Her paket bagimsiz seyahat eder

* Kaynak ve varis adresi, paket
numarasi, hata denetim bilgisi

. Kaylg ve bozuk 'oaketlerle ugrasmak
icin bir protokol gerekir (tekrar
gonder/yok say?
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Paket ve Devre Anahtarlama - Karsilatirma

Oge Devre Anahtarlama Paket Anahtarlama
(telefon gibi) (posta gibi)
Arama kurulumu Gerekir Gerekmez
Adanmis fiziksel yol Evet Hayir
Her paket ayni yoldan gecer Evet Hayir
Paketler gonderildigi sirayla Evet Hayir
alinir
Anahtar ¢cokmesi 6limculdir Evet Hayir
Ayrilan bant araligi Sabit Dinamik
Sikisiklik ne zaman olabilir Kurulumda Her pakette
Bant bosa harcama Evet Hayir
potansiyeli
Sakla-ve-aktar tarzi iletim Hayir Evet
Saydamlik Evet Hayir
Ucretlendirme Dakika basina Paket basina

© John Wiley & Sons 2017



4.3.3 Paket veri yapisl

e Paket: Varis adresi, kaynak adresi, hata statusu
 Matlab Struct

* PacketStruct.status ="' good ';

* PacketStruct.ByteLength = 1024;

e disp ( PacketStruct )

* class( PacketStruct )

 fieldnames ( PacketStruct )

* Metotlar: Nesneye yonelik paradigma
* PacketClass.m

TestPacketClass.m

* IntValue.m

IntHandle.m

© John Wiley & Sons 2017



4.4 Paket, Protokol Katmani ve Yigiti
* Ayrik ve coklu ag adalari

* Baglanarak Internet’i olustururlar

 Farkli tipler: kablolu, kablosuz, disuk hizl,
yuksek hizli vs.

* Kaynaktan varisa coklu yollar olasidir

e Router’lar her adima paketleri iletir
(forward)

* Cok karmasik bir yapidir

* Modulasyon, kodlama, hata denetimi, yol
atama, baglanti kurma, farkli uygulamalar vs.
VS.



4.4 Protokol Yigit

* C6zUm: BAl ve Yonet mantigi

* Islevselligin bélumlere ayrilmasi tasarim/kodlama/ydnetim acisindan
daha kolaylik saglar

* Fiziksel baglanti (kipleme), link (iki cihaz arasi guivenilir baglanti), ag
(coklu adimli iletim), tasima (verinin dogru ve sirasiyla alinmasi),
uygulama (web, email voice)
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Protocol Yigiti: Sanal Veri Akisi

* Her katman karsidaki ayni katmanla konusur
* Diger katmanlarin kendi isini dlzgln yaptigini varsayar

e Fiziksel Katman:

 Veri Bagl Katmani:

* Ag Katmani:

* Tasima Katmani:

e Uygulama Katmani:

© John Wiley & Sons 2017
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Protokol Yigiti: Veri Kapsulleme

* Her katman bir Gst katmandan gelen
veriyi kapsuller

* Yani bir baslik eklenir Application
|
* Varis noktasinda basliklar sirasiyla gikarilr I
ve kalan veri Gst katmana iletilir LI
::, -.-.'.- ];t]'-etlzrlllc}'r '.1"[31:'[“.1}:!' on
b
h :.ltlc1] BT ]u] 5: lle’-r M"EE: -1;:1[ on
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4.5 Yerel Alan Aglari

* Topoloji
* Fiziksel Topoloji
* Bus
* Yildiz
 Hub
* Switch
* Halka

* Mantiksal Topoloji
* Bus
* Hub (UTP)

e Carrier Sense Multiple Access with Collision detection
(CSMA/CD)

* Yildiz
* Switch (UTP)
e Gibabit Ethernet

e 4.5.1 Ethernet — kablolu ag.

* Anahtar (Switch) yildiz topolojisi olusturur ve trafigi
yt’metir,k directs traffic (Ethernet frames) internal to
network.

* Gateway: Internet’e erisim icin cikis noktasi.

© John Wiley & Sons 2017
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4.5 Yerel Alan Aglari

 MAC Address (6 byte), NIC

e Hexadecimal

e Ethernet cerceve (frame) format.u.
 Maks 1500 Bayt

* Veri geldiginde 'to’ address kontrol edilir. O cihaz ise, veri kismi Ust
protocol katmanlarina iletilir.

* Ust katmandan gelen veri ‘to’/ from’ adresleri eklenerek Ethernet
cercevesi haline getirilir

0 [ -— 0 — variable |

data

(payload of higher protocol) checkbits

“to" address “from” address Ly pe




Commant Prompt: cmd

ipconfig /all

Ethernet adapter Local Area Connection:
Gigabit Network Connection
D4-BE-DS-1C-DF-73 The physical or MAC address

Description
Physical Address
DHCP Enabled

IPv4 Address
Subnet Mask
Lease Obtained
Lease Expires
Default Gateway
DHCP Server

DNE EServers

Yes

172.17.1.111
255.255.0.0
5:41:30 PM
6:41:30 PM
172.17.137.254
172.17.137.254

172.17.137.254

IP address allocated from DHCP
server

IP address of this device

bitmask for this subnet

DHCP address allocation start time
DHCP address allocation end time
Gateway to wider Internet

DHCP Server which allocates IP
addresses

Domain name to IP mappling server

© John Wiley & Sons 2017 13



4.5.2 Kablosuz Yerel Alan Aglari

* Mantiksal topoloji olarak bus topolojisine benzer. Neden?

e Kablolu bus’tan en buyuk farki: Sinirli Kanal dinleme

* Sinirli kapsama alani

* Hidden terminal, exposed terminal problem
e Buyilk yol kaybi: Ptx>>Prx kendi iletimini dinleyemez
* ACK mekanizmasi

e Carrier Sense Multiple Access with Collision Avoidance
* RTS, CTS, DATA, ACK



4.6 Internet Protocol (IP)

Pek cok yerel ag enterkonnekte olursa..
* Genis alan aglari
* Internet Protokoli (RFC 760 IPv4)

Veri paketleri: datagram

IPv4 adresleri 32 bit uzunlukta.
e Or.192.168.4.7
e Hiyerarsik adresleme
Ver: ipv4, ipvb
01 2 345 6 |7
Pracedence O TR |ECHM field

Hdr Len: 4B kelimeler cinsinden

Type of service:
* Precedence, D: delay, T: Throughput, R: reliability ECN: Congestion Notification

Total length: Byte cinsinden, maksimum 655358
id: Bir datagrama ait biitiin fragmentler ayni ID’ye sahip
Flags: (DF, MF)

* Herhangi bir link tam bir datagrami geciremiyorsa o zaman parcalama (fragment)
yapilmasi gerekir (RFC 791, 879)

Fragment offset: 8 Bayt bloklar (8192 fragment/datagram)

TTL = Time To Live (255, sadece hoplari sayiyor)

Protocol: Transport protocol. Internet Assigned Numbers Authority (IANA)
Header Checksum — 16 bit yarim kelimeler toplanir ve yazilir. RFC 1071
Options: Her opsiyon 1B’lik kod ile baslar. Her opsiyon#4Byerkaplan

32 hits

ver=4 | hdr len | type of service total length

o frapment. offzet
flags o
13 hits

TTIL, protocaol header checksum

Sonrce [P Address

Destination IP Address

aptaons
rariahle

data




4.6.3 |IP Checksum

16 bit kelimeler toplanir
e Tiumleyeni alinir

45
75
20

AC

AC

00
02
01
10
10

00
00
c7
03
03

iC
00
1F
01
TE

Version, header length, total length
Flags, fragment info

I'TL, header checksum

Source address 172.10.3.1
Destinafion address 172.16.3.120

Figure 4.12 An example IP header, as captured on a data link. This should be compared
with the IPv4 header layout of Figure 4.9. The header checksum is C7 1F hexadecimal.

Bu islem sadece basliga uygulanir

Basligin dogru alinip alinmadigi
denetlenir

checksum.m

Not: Gercekte islemcide islemler
Matlab kodundaki gibi yapiimaz.

* Bit mask ve shift operasyonlari
islemcinin komutlariyla gerceklenir

Not: Checksum %100 guvenilir
degildir ama yeteri kadar
glvenilirdir.

Data Packet:

Checksum

[45 oo oo [3c|7s|o2]oofoo]20 o1 ool oolac|wo|oz|oi]ac]io]o3]7E]

Big endian:

Sum:

Wrap carry:

i ni] 7 |
03 | TE High memory addresses 7E | 03
AC| 10 10 [AC
03 |01 01103
AC| 10 10 [AC
00| 00 Little endian: a0 | 00
20 (1 01 | 20
00 [ 00 00 | 00
75 | 02 02 | 75
00 | 3C 3C | 00
45 | 00 Low memory addresses 00 | 45

|2 |38 | DE| Sum: [0 [E0
} R}

Wrap carry:

Complement:

Complement:

Figure 4.13 Calculating the checksum, using big-endian machine architecture (left) and
little-endian architecture (right). The end result must be the correct packet data ordering,
independent of the machine byte ordering.

© John Wiley & Sons 2017

16



MNetwork Host

4.6.4 |P Adresleme

0 Class A
e Her aygitin farkh IP adresi olmalidir Hos
¢ |pV4: 32 blt, Class A, BveC 10 Class B
* Network kismi Network Host
* Host kismi |
il Class C
 Network (000..000) ve broadcast (11.541)
Figure 4.14 The arrangement of the original IP address classes. The leading (leftmost) bits
¢ Cla SS A: O' 1 27 determine the address class, then the next block of bits determines the network, and finally
the rightmost bits determine the device or host within that network. This turned out to be a
e Class B: 128-191 very inefficient way to allocate address space.

* Class C: 128-256 ile baslayan

* Network address translation (NAT): bazi adresler sadece
Ozel aglarin icinde kullanilir, disariya cikarken adres
degistirilir, cakisma olmaz

e 10.0.0.0-10.255.255.255 (10/8 prefix)
e 172.16.0.0-172.31.255.255 (172.16/12 prefix)
e 192.168.0.0 —192.168.255.255 (192.168/16 prefix)

© John Wiley & Sons 2017 17



cmd

ipconfig /all

Ethernet adapter Local Area Connection:

Description
Physical Address
DHCP Enabled

IPv4 Address
Subnet Mask
Lease Obtained
Lease Expires
Default Gateway
DHCP Server

DMNES Servers

Gigabit Network Comnection

D4-BE-DS-1C-DF-73
Yes

172.17.1.111
255.255.0.0
5:41:30 PM
6:41:30 PM
172.17.137.254
172.17.137.254

172.17.137.254

The physical or MAC address

IP address allocated from DHCF
Ferver

IP address of this device
bitmask for this subnet

DHCFP address allocation start time
DHCP address allocation end time
Gateway to wider Internet

DHCP Server which allocates IF
addresses

Domain name to IP mapping SeIrver

© John Wiley & Sons 2017
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Address: 172.16.22.34 10101100 00010000 00010110 00100010

Class B network: 172.16.0.0 10101100 00010000 00000000 00000000
v 24 mask: 255.255.255.0 111101100 11110111 11111111l OO000000
4 6 5 S u b n et - Alta g Subnet address: 172.16.22.0 10101100 00010000 00010110 00000000
e e Subnet 22 00010110
Addrin subnet: 34 00100010
|V|eVCUt C|aSS A, B C gOk verimsiz Figure 4.15 Subnet example 1. The subnet identifier is 8 bits, and the device identifier is
also 8 bits.

e Adresler bosa gidiyor

. v oo oo oo Address: 172.16.22.34 10101100 00010000 00010110 00010110
Bir adres sinifi alt aglara bolUinir Class B network: 172.16.0.0 10101100 00010000 00000000 00000000
20 mask: 255.255.240.0 11000000 TORDT1000D 11110000  OQO0000000
— . ) Subnet address: 172.16.16.0 10101100 00010000 00010000 00000000
Her alt agin bir subnet mask’i var Subnet: 1 0001
Addrin subnet: 1058 0100 00100010
Blr adres Su bnet maSk ||e Figure 4.16 Subnet example 2. This is the same IP address as the previous example but a

larger subnetwork size as defined by the subnet mask.

maskelendiginde (AND) alt ag adresi
bulunur

* Subnet mask timleyeniyle
maskelendiginde aygit adresi elde edilir

Subnet Ma e e e e e e e e .o 2 g
Le btainec 1 5 ersembe 84:
= : 22 Persembe 14:

- Be-81-21-EE-74-9E-F4-4D-38-F2-
o d18e.1.11.183
18.1.12.184
: Enabled




4.6.6 Network Address

Private network
-'\\\'I\l

Client 10.1.1.3

Translation

10.1.1.3:58194
51.52.53.54:80

1 Network addr translator

* Network address translation (N TD:C“””' 10.1.1.4 J‘—" 10.1.1.3:58104 & E1.E2.E3.E4:49186

bazi adresler sadece 6zel aglarin |

Client 10.1.1.23 ‘

icinde kullanilir, disariya cikarke

10.1.1.1 E1.E2.E3.E4

*
*
*
*
(R
-
—
Ty
]
*

51.52.53.54:80

,,j’

adres degistirilir, cakisma olmaz

* 10.0.0.0 - 10.255.255.255 (10/8 prefix)

* 172.16.0.0—-172.31.255.255
(172.16/12 prefix)

* 192.168.0.0—-192.168.255.255
(192.168/16 prefix)
* Disarida

e Kurum tek bir public IP adresi ile
baglanir, icerideki her kullanici igin
farkli TCP portu kullanir (socket)

* [ceride
* Private IP, public IP ile yer degistirilir

Internet

[ Server $1.82.83.84 | .
51.52.53.54:80 :
{ E1.E2.E3.E4:49186 fe---- '

Figure 4.17 The principle of NAT using address and port translation. Port 80 is reserved for
web services, but port 49186 (in this example) is allocated on a per-connection basis. The

comb@‘u%tlj]gwggg—gsgg&c}dress and 16-bit TCP port is termed a socket.

20



:\Users\tgiri»arp -a

hd f' . nterface: 192.168.1.102 --- ox4

4, 7 Ag Ad reS KO n Igu ra SyO n u Internet Address Physical Address Type
192.168.1.1 40-3f-8c-d6-fb-c8 dynamic
. ) 192.168.1.255 FF-Ff-FF-FF-FF-FF static
e 4.7.1 ARP: IP adresinden MAC adresi 224.0.0.22 01-00-5¢-00-00-16 static
224.0.0.251 01-00-5e-00-80-fb static
bulunmasi 224.9.0.252 01-00-5e-00-00-fc static
239.255.255.250 ©1-00-5e-7f-ff-fa static
* FF:FF.FF:FF:FF:FF (broadcast) MAC 255.255.255. 255 ff-ff-ff-ff-ff-ff static

adresine mesaj iletilir. Sorgulanan IP
adresi mesaja eklenir

* O IP adresine sahip olan aygit cevap verir,
boylece MAC adresi 6grenilmis olur.

* Bu IP-MAC eslesmesi ARP dnbelleginde Vireless LAN adapter Wi-Fi:
(sinirh bir stire) tutulur

Connection-specific DNS Suffix
Description : Intel(R) Dual Band Wireless-AC 7265

¢ 472 |P Konfigurasycnu (DHCP) Physical Address + F4-96-34-8A-81-62

DHCP Enabled

* Yerel agda belli bir sunucu aygitlara IP Autoconfiguration Enabled _
. o .. . e . Link-local IPv6 Address : fe80::1c75:4549:d620: fcca¥%4 (Preferred)
adresleri dagitilmasi gorevini Ustlenir IPv4 Address : 192.168.1.102(Preferred)
Subnet Mask : 255.255.255.@
® DHCP requeSt, DHCP reply Lease Obtained : 5 Mayis 2022 Persembe 16:17:24
. .. . . Lease Expires : 5 Mayis 2022 Persembe 26:14:51
* Sinirli bir siire (lease obtained, expires..) Ik  192.168.1.1

DHCP Server : 192.168.1.1

DHCPv6e IAID : 66360884

DHCPv6 Client DUID : 90-01-068-01-23-9E-D2-CO-F4-96-34-8A-81-62
DNS Servers : 192.168.1.1

NetBIOS over Tcpip : Enabled




4.7 Ag Adres Konfiglrasyonu
* 4.7.3 DNS

* Web sayfasina karsilik gelen IP adresini tutan sunucu

:\Users\tgiri>nslookup etu.edu.tr
Server: UnkKnown
Address: 192.168.1.1

on-authoritative answer:

ame : etu.edu.tr

Addresses: 2801:398:100:1b:1©6:1:11:1486
153.146.168.140




4.6.2: Internet Protocol versiyon 6 (IPv6)

IPv4’ln yetersizlikleri.
* Ag bluyuklugi (adres sayisi yetersiz)
* Yeni tip hizmetler

IPv6 adresleri 128 bit uzunlukta.
Header sabit uzunlukta (islem kolayligi)
Ver (4 bit): 6

Traffic Class (6+2 bit): RFC 2460

Flow Label (20): Ayni akisa (6r. Gercek zamanli akis) ait
veriler

Payload length (16) : Bayt cinsinden uzunluk
Next header : 6r TCP
Hop Limit (TTL) (8 bit) = Time To Live

Problem: IPv4 and IPv6 must coexist.
This is not easy, cannot just “switch off” devices using |PvZ

32 hits

ver=6H

Traftfic Class Flow Lahel
1 byte 20 bits

Payload Length Next Header Hop Limit
2 hytes ( Protocol Type) {(TTL)

Source TP Address
16 bytes

Destination IFP Address
16 bytes

data




4.6.2: Internet Protocol versiyon 6 (IPv6)

* ipv4’te DHCP ve ARP vardi (IP adresini veya MAC adr bulmak icin)
* |pv6’da auto-configuration: IP adresi MAC adresinden tiretilebilir

e RFC 3587 IPv6 Global Unicast Address Format,
* |pv6 adresin son 64 biti MAC adresinden tiretilir

* RFC 4291 IP Version 6 Addressing Architecture
 RFC 3513 IPv6 Addressing Architecture

e Adresi basitlestirmek
* 2001:0DB8:0000:0000:020E:7BFF:FE4AF:C472

* 16 bitlik blogun basindaki sifirlar silinebilir [l sl MAG 48 bits
* 16 bitlik blok timden sifirsa silinebilir e -7 \\_ N
* 2001:db8::20e:7bff:fedf:c472 Torosos] e | |

02-0E-TB FF-FE 4F-C4-T2 [Pv6 lower 64 bits

Figure 4.11 One possible method of mapping 48-bit MAC addresses into the 64-bit host
portion of the 128-bit IPv6 address according to RFC 4291 Appendix A. In the case
illustrated, the seventh bit from the left is set and two bytes inserted as shown.



4.8 Uygulama Paket Iletimi: TCP ve UDP

* |Pile uctan uca paketler iletilir
* Hata veya kayiplar olabilir, sira karisabilir

e Bir istemci birden fazla uygulama talep edebilir, bunlarin paketlerinin karismamasi gerekir
* Bu problemleri Tasima katmani ¢ozer

e Tasima katmani uclarda bulunur
e Or. Istemci ve sunucuda
* Router’larda bulunmaz

e Port: 16 bitlik bir numara
* Her uygulamaya farkh port tahsis edilir

* Internet Assigned Numbers Authority (IANA)
* Bazi port numaralari sabittir
« Or 80: http
* Yiksek port numaralari dinamik olarak tahsis edilir

* Port numarasi Tasima katmani bashginda tasinir

* ki d8nemli protokol
* TCP: Baglanti temelli
* UDP: Baglantisiz



PORT

NUMBER TRANSPORT PROTOCOL SERVICE NAME RFC
20,21 TCP File Transfer Protocol (FTP) RFC 959
22 TCP and UDP Secure Shell (SSH) RFC 4250-4256
23 TCP Telnet RFC 854
25 TCP Simple Mail Transfer Protocol (SMTP) RFC 5321
53 TCP and UDP Domain Name Server (DNS) RFC 1034-1035
67, 68 UDP Dynamic Host Configuration Protocol (DHCP) RFC 2131
69 UDP Trivial File Transfer Protocol (TFTP) RFC 1350
80 TCP HyperText Transfer Protocol (HTTP) RFC 2616
110 TCP Post Office Protocol (POP3) RFC 1939
119 TCP Network News Transport Protocol (NNTP) RFC 8977
123 UDP Network Time Protocol (NTP) RFC 5905
135-139 TCP and UDP NetBIOS RFC 1001-1002
143 TCP and UDP Internet Message Access Protocol (IMAP4) RFC 3501
161, 162 TCP and UDP Simple Network Management Protocol (SNMP) RFC 1901-1908, 3411-3418
179 TCP Border Gateway Protocol (BGP) RFC 4271
389 TCP and UDP Lightweight Directory Access Protocol RFC 4510
443 TCP and UDP HTTP with Secure Sockets Layer (SSL) RFC 2818
Internet Security Associationand Key Management
200 GDF Protocol (ISAKMP) / Internet Key Exchange (IKE) i
636 TCP and UDP Lightweight Directory Access Protocol over TLS/SSL RFC 4513
(LDAPS
989/990 TCP FTP over TLS/SSL RFC 4217

https://ipwithease.com
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e Just to send a block of data from one device to another.

32 hits
* Not sequenced, payload not error-che
Sonrce Port Destination Port
e Quick. No retransmission. — —
* Real-time voice/video/games. 1P datagram
[ata
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Transmission Control Protocol (TCP)

* To send a reliable, byte-stream.
* If errors, arranges retransmission.

* Tries to maximize throughput
without saturating network.

* Heavy-lifter of the Internet. Often
termed TCP/IP

data of )
I datagram

A2 hits

Hource Port

Destination Port

Sequence Number

Acknowledgment Numhber

¥ ra o]
e h e _Hﬂ?_"' I Window Size
EYN ACH PEH FIN RET

TCP Checksum

aptions

i I'IT'.'I'n'IlJl!I"

data




TCP

e Client IP address C1.C2.C3.C4
e Server |IP address: S1.52.53.54

* Server: Web server ise [ Client C1.02.03.04 | Vit [ Server 81.52.83.54 l

51.52.53.54:80
C1.02.C3.C4:52196

C1.C2.C3.C4:52196

° Request port 80 51.52.53.54:80

. Figure 4.20 A socket pair consisting of an IP:Port combination uniquely defines the
¢ Et h ern Et . 1 5 OO B endpoints for a data transfer. Routers in the Internet use the IP address, but not the port.
End devices use the port number to ensure the data reaches the correct application.

* Maximum transmission uni 1460 B

* Her katman kendi isini yapar 46-1500 bytes
. . = 14 bytes =<—20/40 bytes —s<—20/24 + bytes — Variable —— =<« 4 —
* lletirken baslik ekler
v Ethernet IP TCP hdr Application cre
* Alirken basligi cikarir

Figure 4.21 Ethernet frame encapsulation of IP and TCP.
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Uygulama

 HTTP: TCP kullanilir (ctinkt glvenilir)

* HTTP1 1996: Ayni anda tek istek iletilir ve alinir
e HTTP 1.1 1999: Es zamanli istekler yapilabilir

e HTTP 2 2015



4.9 TCP: Guvenilir lletim

* Her pakette Acknowledge (ACK) : ag guvenilir
ise verimsiz.

* Her pakette RTT (gidis gelis sliresi) beklemek
gerekir

e \eri transfer hizini sinirlar

e Bir anda butlin veriyi (6r dosya) networke
sokmak sikisiklik yaratabilir

 Adillik (fairness)
* Gecikme (delay)

* TCP -RFC 793 -1981
e ilk sekil

e RTT fazlaysa ve kanal diizglinse cok verimsiz (6r.
Uzun bir fiberoptik baglanti)

e RTT cok azsa ve kanal bozuksa uygun (or. WiFi)

time

Endpoint 1

Endpoint 2

s AT



TCP: Guvenilir lletim

* Sekil 2: Birden fazla pakete ortak ACK
* Bir seri paket icin ortak ACK

* Bir pakete ACK gelmezse o ve ondan
sonraki her paket tekrar génderilmeli

e Kanal iyi ve RTT fazlaysa verimli

e Kanal kotlyse verimsiz

* Orijinal TCP: Acik ACK yok
e Kumaulatif ACK var

Endpoint 1

— {ime

Endpoint 2

r AT



4.9.1 TCP Handshake

* TCP baglanti temellidir

* Baglantilari baslatmak ve kapatmak

* SYN: Byte numarasini baslatir, senkronize eder

* PSH = Push data flag
* FIN = Finish flag.

e 3-way startup handshake. 4-way closedown.

© John Wiley & Sons 2017

d-way )
handshale (2) -

Client
ez Web Browser

request

st { )

Server
eg Web Server

—_— el 4-way
—

close handshake
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4.9.2 TCP: Sikisiklik Denetimi

e Kaynak ve varis noktalarindan biri daha
yavas olabilir

* Veri boru hatti gibi gorsellestirilebilir
* Agda bir sikisiklik olabilir

* Bir pencere (window) tanimlanir
* Kaynak’in ACK almadan aga basabilecegi
maksimum veri miktari

* Bu pencere kayar ve buyuklugl de
degiskendir

Sender Recelver

Flow econtrol |

— | — —

Figure 4.24 Visualizing TCP data flow as a pipe of various dimensions, corresponding to the
bandwidth and delay of different sections of the network that a given exchange of data
packets must traverse (Source: After Jacobson, 1988). The flow control acts to admit more
data to the network when permissible.



TCP Slow Start (Jacobson 1988)
* CWND = Congestion Window
e Basta: CWND = Maksimum segment uzunlugu
 Zamaninda ACK geldigi stirece: CWND=CWNDx2
* CWND=SSTHRESH oldugunda ise:

TCP Congestion Window Concept

CWND=CWND+1 o ¢

* Bir paket kaybi oldugu zaman
e SSTHRESH =CWND/2 yapllir
e Sonra CWND=1 yapilir
* Pencere uzunlugu yine katlanarak artar.

N
(&)
T

ND (Segments)
o S

Window

Threshold |

< 10|
* Sikisiklik penceresi alici penceresine ulasc’)clgl-
zaman hata olmadikca sabit kalr. oL
* RFC 5861:

https://datatracker.ietf.org/doc/html/rfc5681
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20 25 30
Segment Number

1
40

|
45

35

50


https://datatracker.ietf.org/doc/html/rfc5681

Ornek 2

“r Timeout
imeou
/
40
36 - Threshold
Threshold

Congestion window (kilobytes)

0 2 4 6 8 10 12 14 16 18 20 22 24
Transmission number

Fast retransmit and recovery
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493 TCP Timeout

Proto Local Address Forelgn Address State
TCE 10.28.1.3T7:135 0.0.0.0:0 LISTENING
TCE 13.2B.1.37:557T8% 93.184 .21&.34:80 ESTAELIEHED

* ACK gelmezse ? Timeout

e Retransmission Timeout (RTO).
e RTO cok buyukse:

* RTO cok kisaysa:

* RTO, Round-Trip Time (RTT) ile alakali bir deger olmall
* Orijinal TCP: SRTT = aSRTT + (1 — a)RTT

e RTO: RTT+glvenlik payi
* Deviasyon: D=alpha*D+(1-alpha)*|RTT-M|
* Timeout=RTT+4*D

e RTO uyarlamali olabilir: RTT’ye dinamik olarak bagli yapilabilir
ca=7/8
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4.10 IP Routing (Yol Atama)

* Her router y0| atamaya kendiSi ................ Mterpafine o, oo
karar verir. T N2
* forwarding e J ﬁ [Doee 2]
* Bunun igin bir tablo olusturulmasi T e
gerekir — ;
* Halkalar (loop) olusturmadan — G :
* Varis adresleri — bir sonraki router = Romter 3
* Paketler varis noktasina karisik etmorkd Netmork 4
sirayla ulasabilir. [Deviee 2] [Deviee 2
 Varista tekrar siralanmali
. TCP [Device 1] [Device 3] [Deviee 1] [Deviee 3]
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IPv4 Route Table

. Active Routes:
O u e p rI n Network Destination Netmask Gateway Interface Metric

9.0.0.0 9.0.0.0 192.168.1.1  192.168.1.107 50
127.0.0.0 255.0.0.0 On-link 127.0.8.1 331
127.0.8.1 255.255.255.255 on-link 127.0.8.1 331
127.0.0.1: Loopback address 127.255.255.255 255.255.255.,255 on-1link 127.0.0.1 331
192.168.1.8  255.255.255.0 On-link .168.1.187 306
192.168.1.255: broadcast address 192.168.1.187 255.255.255.255 on-link .168.1.187 306
. .1 . 192.168.1.255 255.255.255.255 on-link .168.1.187 306
_ 224.0.0.0 240.0.0.0 orfl1ink 127.0.8.1 331
192.168.1.0: entire subnet 224.0.0.0 240.0.0.0 on-link .168.1.107 306
) 255.255.255 255.255.255.255 on-link 127.0.8.1 331
(Wlldca rd) 255255255 255.255.255.255 On-link .168.1.107 306
OOOO DefaUIt address Tracing route to etu.edu.tr [193.140.108.140]
over a maximum of 3@ hops:
1 1ms 23 ms 10 192.168.1.1
Tracert —d etu.edu.tr 2 9 ms 8 ms 8 212.156.201.18
3 6 ms 6 ms 3 81.212.78.245
s : . X : 4 15 ms 6 ms 5 81.212.24.156
Yol Gzerideki adimlari gosterir P e e A
6 6 ms 6 ms 3 81.212.222.208
3 deneme 7 7 ms 6 ms 5 212.156.64.46
o ] o 8 92 ms 6 ms 3 212.154.96.70
Her birine farkli gecikmeler oldugu 9 9ms  8ms  6ms 193.146.85.210
e e 1@ 14 ms 8 ms 19 193.140.109.2
gOFU|UyOF 11 25 ms 18 ms 7 193.140.108.140

Trace complete.



Device address: 192.168.128.34 11000000 TOTOT000 10000000 00100010
Subnet mask: 255.255.255.0 ITTIIrr  rrrrreerr 11r1rrrrerlr - 00000000
AND 192.168.128.0 11000000 10101000 10000000 00000000
| P RO u t I n Destination address 1: 192.168.128.12 11000000 TOTOT000 10000000 00001010
g Subnet mask: 255.255.255.0 ITTrrerr rrrrrerr Irrrrrrlr - 00000000
AND 192.168.128.0 11000000 10101000 10000000 00000000
Destination address 2: 192.168.35.17 17000000 10101000 00010011 00010001
Subnet mask: 255.255.255.0 111111y 11t 11111l 00000000
AND 192.168.35.0 11000000 10101000 00010011 00000000
Figure 4.28 Determining whether two addresses are on the same subnet.
e Kaynak ve varis adresleri ayni alt agda bulunuyor olabilir.
* Alt ag maskesi ile teyit edilebilir
* Ayni alt agda ise ARP ile MAC adresi bulunur.
v ’ [ v [} W
* Cogu aygit Internet’e bir gateway araciligi ile baghdir.
* Bu durumlarda bu aygitlarin routing isi daha kolaydir.
© John Wiley & Sons 2017 40



I[P Routing

* Gercekte cok fazla sayida router ve ara
ylUz vardir ve

* Classless Interdomain routing(CIDR)

e Or. 192.168.1.1 ve 192.168.1.2
adresleri icin ayri ayri tablo tutulmaz
192.168 prefix’i icin tablo tutulur

Router
Routing Table

192 1082024

192.168.3.0,/24

192.168.8.0,/21

192.168.16.0,/20

.
.——.,.I
i

192.168.0.0/16

I

5' Interface “I=l [nte tJ we

)

Dest: 192 168.2.1

© John Wiley & Sons 2017

[nterface 2

N
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I[P Routing

* Based on longest-matching prefix (LMP)
* Each possible route has a bitmask for routes it covers.

* The incoming packet destination is compared to the possible route up
to the bitmask.

* The longest match is the best route, i.e. gets closer to the destination.

Address:
Route Entry
Route Entry
Route Entry
Route Entry
Route Entry

o L =

192.168.2.1
192.168.2.0/24
192.168.3.0/24
192.168.8.0/21
192.168.16.0/20
192.168.0.0/16

1 1000000
1 1000000
1 1000000
1 1000000
1 1000000
11000000

© John Wiley & Sons 2017

10101000
10101000
10101000
10101000
10101000
10101000

00000010
00000010
00000011
00001000
00010000
00000000

00000001
00000000
00000000
00000000
00000000
00000000

Bits Matching

(24)
(23)
(20)
(19)
(16)
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4.10.6 Distance Vector

e Uzaklik vektoria: Her dugum her
varis noktasina olan uzakhgi
hesaplar ve tutar.

* Bu uzaklik vektérint komsulari
ile paylasir

* Routing Information Protocol
(RIP) (1988)

* 30 sn’de bir UDP Port 520 update
* Bellman Ford algoritmasi

¢ d]A = min{d]A, d][ ~+ dIA’ d]H ~+
dya, djg + dKA}

Router

>
(0]
o/
L )
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New estimated

delay from J
To A | H K Line
Al O 24 20 21 8 | A
B|12 36 31 28 20| A
C|25 18 19 36 28 | |
D | 40 27 8 24 20| H
El14 7 30 22 17| |
F |23 20 19 40 30| |
G|18 31 6 31 18| H
H[17 20 0 19 12| H
I |21 0 14 22 10| |
J| 9 11 7 10 0| -
K|24 22 22 0 6 | K
L |29 33 9 9 15| K
JA Ji JH JK —
delay delay delay delay New
is is is is routing
8 10 12 6 table
N > forJ

Y
Vectors received from

J's four neighbors

43



I[P Routing

Table 4.3 The initial routing tables for routers R1 and R2.

Network

| Deviee 2

1

Router R1 Router R2
Destination Route Hops Destination Route Hops
Network 1 — 0 Network 1 R1 1
Network 2 — 0 Network 2 R1 1
Network 3 R2 1 Network 3 — 0
Network 4 R2 2 Network 4 R3 1

The dash indicates that there is no current known route — although that may change as routing
messages propagate. A “hop” is defined as a packet being forwarded by a router.

Metwork 3 —

| Deviee 2

|| Deviee 1 | | Dievice 3 |
,

B

Network 2

| Deviee 2

.....................................

| | Dievice 1 | IDL"'\'if'l‘ 3
oy

| Device 1| | Device 3|

© John Wiley & Sons 2017

| Deviee 2

Network 4

| Device 1| | Deviee 3|
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4.10.6 Uzaklik Vektora

* Count-to-infinity problemi olusabilir
* Bir router devre disi kaldigi icin bu bilginin yayilmasi cok uzun zaman alir.

* Asagidaki ornekte A cihazi devre disi kalinca, B digimu C tzerinden A'ya
ulasabilecegini saniyor, C dugimu de B Gzerinden ulasabilecegini saniyor.

* Destination unreachable mesajinin bitin aga yayllmasi beklenerek (hold-
down) bu sorun ¢ozulebilir.

¢ >
® >

Initially

After 1 exchange
After 2 exchanges
After 3 exchanges
After 4 exchanges

Initially

After 1 exchange
After 2 exchanges
After 3 exchanges
After 4 exchanges
After 5 exchanges
After 6 exchanges

- a a2 e e
NN e e
W w e e e 00U
D o o o o oM

NNOOoww =W
oo A DNADODNOO
N NOoTwwweU
e R N N N N NN Y



1)
2)

3)

4)
5)

6)

7)

4.10.7 Link-State Routing (OSPF)

Internet otonom sistemlerden olusur

Bu otonom sistemlerin i¢indeki ve sistemler aras1 yonlendirme de standardize edilmistir.

a. Interior Gateway ve Exterior Gateway
Otonom sistemler i¢inde 1979’a kadar uzaklik vektorii kullanildi

a. Hop fiyat1 1

b. Yol fiyati maksimum 15, 30 saniyede bir bilgiler gonderiliyor
1979’dan itibaren bag durumu algoritmasinin kullanilmaya baslandi
1988’de yeni bir algoritma iizerinde ¢alisilmaya baslandi. RFC 2328.
Agik olmali. (Open)
Degisik uzaklik metriklerini desteklemeli (uzaklik, gecikme)
Dinamik olmali

o0 o

Hizmet ¢esidine gore degiskenlik gostermeli
i. Bir link degisik Type Of Service i¢in degisik fiyattadir.
e. Yiikii degisik yollara bolmeli
i. ki yol ayn1 uzunlukta ise trafik ikiye boliinebilir
f.  Hiyerarsik sistemleri desteklemeli
g. Giivenlik saglanmaliydi
Network area’lara boliinmistiir
a. Birrouter kendi alaninin topolojisine sahiptir

Bagka alanlara gidecek paketler area border router’dan ve backbone router’dan gegmek zorundadir.

b

c. Birrouter agildigi zaman HELLO mesajlar1 gonderir.

d. ‘Adjacent’ routerlar arasi bilgi alisverisi olur. (LINK STATE UPDATE)
i. Her komsu birbiriyle haberlesmez

et |

R2 routing table

dest |r.'4|_|-:'i itifl
netd - |local
netl. 2] 1 K1
netl, 2] 2 R3
netd 1 R3
nertd 2 Rl

net 3

Hello, Link State update, Link State Ack, Database Description, Link State Request
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rd
rd
A

12 }

Rl ronting table

netd p

dest |hops|  via
netl] - [loeal-1
net2| - |local-2
net3| 1 Rz
netd| 2 H3
netd| 1 3
2 Rl
T,
| Rl
"*-_3._.-
VAN
i LY
n,

net 2

R3 routing table

ilest .".lr.lju.-: 1T

tuet 4 = |ocal
metd, 2 1 Fi
met ]2 2 It

et l R2

et 3 2 R

net 4
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4.10.7 Link-State Routing

Backbone

BGP protocol

/ connects the ASes

AS boundary router

Backbone
router

Area

Area
border
router

Message type

Description

Hello

Used to discover who the neighbors are

Link state update

Provides the sender’s costs to its neighbors

Link state ack

Acknowledges link state update

Database description

Announces which updates the sender has

Link state request

Requests information from the partner

Otonom sistemler arasi:
Border gateway protocol

© John Wiley & Sons 2017
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Link-State Routing

* Dugumler topoloji bilgisine sahip olduktan sonra
* Dijkstra algoritmasi ile en kisa yollar bulunur

* Her digimden cikan en kisa yolu secmek en iyi sonucu vermeyebilir

© John Wiley & Sons 2017
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En kisa yol

e Batun olasi yollari hesaplamak cok maliyetli olabilir

Path 1 - FPath 2

© John Wiley & Sons 2017
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Dijkstra Algoritmasi

Heochobie va

© John Wiley & Sons 2017
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G (5, E)

(f)
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Her linkin fiyatlari verilmistir.
Her digimun yanina:
kaynaga minimum fiyat mesafesi, o en iyi yolda bir sonraki durak

(a) Diyelim ki A’”dan D’ye en kisa yolu bulmak istiyoruz. Oncelikle A’yi kalici
oldugu anlaminda siyaha boyariz

(b) A’'nin butin komsularina bakariz. Buttiin komsulari A'ya uzakligi ile etiketleriz
ve yanina ‘A’ ekleriz. Ayrica bu gecici olarak etiketledigimiz diigimlerden en
klictik olanini kalici olarak etiketleyip kalin siyaha boyariz.

(c) Kalici olan B digimuntn tim komsularina bakariz.

Eger komsunun B,ye uzakligi + B’nin Gzerindeki etiket Komsunun tzerindeki etiketten
kiictkse etiketi yenileriz. ( Ornek C ve E.)

Yine bu yeniledigimiz etiketlerden en ufak olani kalici yapariz.

(d) Bu kalici hale gelen E digiimiintin komsularina bakariz. Daha dnceki gibi
etiketlerde yenileme yapariz ve gecici etiketlilerden en ufagini kalici yapariz
Algoritmanin optimal oldugunun ispati.

(c)’ye bakarsak: diyelim ki ABE’den daha kisa bir AXYZE yolu olsun. iki ihtimal vardir ya Z
kalici yapilmistir ya da yapilmamistir.

Z kalici olmussa demek ki E daha 6nce incelenmis (Z kalici yapildiktan hemen sonra) O
durumda demek ki daha 6nce AXYZE yolu incelenmis ve gbzden kacirilmamistir
demektir.

Z heniz kalici yapilmamissa bu durumda iki ihtimal vardir. Eger Z'nin etiketi E‘’den buylkse o
zaman AXYZE, ABE’den daha kisa olamaz. Eger Z’'nin etiketi E’den kigukse o zaman E
degil Z daha 6nce kalici yapilmaliydi.



4.1

IP packets transported across a link have a maximum size, and pack-
ets larger than this must be broken up or fragmented. The ping com-
mand may be used to send a test packet to a destination and measure
the round-trip time of an IP link. The packet size may be set with the
-1 ilowercase letter L) length option, and the - £ option sets the do not
fragment bit in the IP header. Packets larger than the maximum will not
be sent. The following was executed on a device on a 10.0.0.0/24 subnet-
work:

ping 10.1.1.1 -£ -1 1472
Finging 10.1.1.1 with 1472 bytes of data:
Feply from 10.1.1.1: bytes=1472 time=3ms TTL=&4
Feply from 10.1.1.1: bytes=1472 time=%£9%ma TTL=&4
Feply from 10.1.1.1: bytes=1472 time=20ma TTL=&4
Feply from 10.1.1.1: bytes=1472 time=45ma TTL=&4

And subsequently with a one-byte larger packet:

ping 10.1.1.1 -£ -1 1473
Pinging 10.1.1.1 with 1473 bytes of data-:
Packet nesds to be fragmented but DF set.

The subnet is known to be a wired Ethernet with a MTU of 1500 bytes.
The ping command sends an Internet Control Message Protocol (ICMP)
packet with the requested number of bytes, and an 8-byte header, over IP.
With reference to the packet header structures and encapsulation at each
laver, explain why the 1472-byte packet was successfully transmitted, but
the 1473 byte packet was not.
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4.2 An [Pv4 frame header contains the following bytes in hexadecimal:

45 00 00 3C
75 02 00 00
20 01 C7 1F
AC 10 03 01

AC 10 03 7E

a) What are the source and destination addresses?

b) What is the header checksum?

¢) Calculate, using big-endian ordering, the checksum of the frame with
the checksum field included.

d) Calculate, using big-endian ordering, the checksum of the frame with
the checksum field replaced by 0000,

e) Calculate, using little-endian ordering, the checksum of the frame
with the checksum field included.

f) Calculate, using little-endian ordering, the checksum of the frame
with the checksum field replaced by 0000,

© John Wiley & Sons 2017
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4.3 (Givenan P address of 192.168.60.100 and a /27 subnet mask, determine:
a) The class of the IP address.

b) The subnet mask in binary.
¢) The subnet address and the device address within the subnet.
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44 Given the IP address 192.168.7.1, determine the bits that define the net-
work and host address, respectively, using the following subnet masks:

a) 255.255.0.0

b} 255.255.255.0
¢) 255.255.248.0
d) 255.255.240.0
e) 255.255.224.0
f) 255.255.192.0
p) 255.255.128.0
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4.6

The network aggregated as 192.168.8.0/22 is to be subdivided for the pur-
poses of routing management into networks with a 24 bit prefix.

a) Write out the bits corresponding to 192.168.8.0/22 and show the
masked bits.

b) What are the networks subordinate to this, with a /24 prefix? Write
them out in binary and in decimal.

© John Wiley & Sons 2017
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4.9 For the routing diagram shown in Figure 4.46:
a) Manually trace all possible paths, and determine their corresponding
costs.
b) Use Dijkstra’s algorithm to work out the optimal path cost for a route
from N to N,

Figure 4.46 Routing problem 1.
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4.10 For the routing diagram shown in Figure 4.47:

a) Manually trace all possible paths, and determine their corresponding
Costs.

b) Use Dijkstra’s algorithm to work out the optimal path cost for a route
from N to N

¢} Use backtracking on the predecessor matrix to work out the optimal

path. Compare the path, and its cost, with the manual comparison of
all possible paths.

Figure 4.47 Routing problem 2.
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